
Stack Overflow Vulnerability in the 
cgistaKickOff  Function of Tenda W12

 

Basic Information  
Vendor: Tenda

Product: W12

Firmware Version: V3.0.0.7(4763)

Firmware Release Date: 2026-03-04

Vulnerability Overview  
A stack overflow vulnerability exists in the cgistaKickOff  function of the /bin/httpd  binary in 
Tenda W12 V3.0.0.7(4763). An attacker can remotely trigger the vulnerability by sending a specially 
crafted request.

Detailed Analysis  
During request parsing, the program does not properly validate the staMac  field. When the 
supplied value exceeds 32 bytes, it can overflow the form_mac  field on the stack.
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PoC request

Impact  
Stack Overflow

May lead to:

Device crash (DoS)

Potential remote code execution (RCE)

{

  "staKickOff": {

    "ssidIndex": "0",

    "radio": "2.4G",

    "staMac": "A" * 0x2000

  }

}
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